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“Cybersecurity and the Broadcast Station”
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Advertised Presentation Scope:

The broadcast technical plant relies on Information Technology (IT) and the Internet Protocol (IP) 
infrastructure whether a small radio station or a state of the art ATSC 3 TV facility, Protecting the 
infrastructure against cyber threats grows more challenging each year for the broadcast IT engineer. Threats 
can vary from emailed ransomware to potential piracy of ATSC 3.0 signals to overall disruption of broadcast 
content. It is essential to know your vulnerabilities and potential exposure to cyber criminals and 
implement the necessary precautions. This presentation will outline key cybersecurity principles and 
provide practical prevention steps you can take to mitigate cyber threats to broadcast facilities of any size.

AGENDA:
Cybersecurity Principals & Foundation
Threats & Threat Actors (ransomware focus)
What About ATSC 3?
Mitigation & Prevention Tasks
Takeaway Thoughts & Resources



What is Cybersecurity
• Cybersecurity is focused upon the protection of computers, networks, programs and 

data from change, destruction, or disruption.

Cyber attack focus areas:
System tampering 

(network infrastructure, servers, hosts)
Sensitive information access / tampering / extortion

Operational disruption
Data encryption extortion
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Cybersecurity Rules & Regulation for Broadcast
Stations
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Key Cybersecurity Principals

Defense-in-Depth Least Privilege
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NIST Cybersecurity Framework
https://www.nist.gov/cyberframework/framework

• National Institute for Standards & Technology “NIST”

• Provides a structured outline of best practices

• Industry guideline baseline

• 5 Framework Core Areas:

• Identify – all IT assets & create policy

• Protect – control access, encrypt data

• Detect – monitor network activity

• Respond – business continuity plan

• Recover – restore impacted areas
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https://www.nist.gov/cyberframework/framework






Threats & Threat Actors 
(ransomware focus)



Cybersecurity Sources & Threats

• Malicious Source:
• Hacktivist
• Nation states
• Terrorist groups
• “Black Hat” malicious hacker
• Script “kiddies”
• Cyber Gangs / organized crime
• Disgruntled employee

• Non-Malicious Source:
• Accidental actions
• Natural disasters
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Cybersecurity
Preparation
helps recovery!

• Malware:
• Ransomware
• Virus
• Worms
• Trojan
• Spyware (key logger)
• Rootkit

• Infrastructure / Network:
• DHCP Snooping
• ARP Spoofing (IP Address Spoofing)
• Rogue Router Advertisements
• Denial of Service Attacks - DoS
• Distributed Denial of Service Attacks - DDoS
• Application Layer Attacks

BlackCat (ALPHV)
Black Basta

Hive



“CIA” Triad & the “Hacker”
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AVAILABILITY

CIA
TRIAD

Confidentiality

- Breaching organization’s data
- Decoding encryption
- Exposing sensitive information
- Social engineering attacks

Availability

- Denial of Service (DoS) attack
- Distributed DoS (DDoS) attack
- Network outages 
- Ransomware
- Viruses / Malware
- Infrastructure damage

Integrity

- Man-in-the Middle attacks
- Embedded malware
- Data record manipulation
- Social engineering attacks



The Cybersecurity Attack

Exploration

Exploit

Maintain
Access

Install Tool(s)

Jump to Next

Harvest
Exploit
Destroy

Network Reconnaissance – Discover Host

Implement Exploit

Establish & Maintain Persistent Access

Install Malware, Trojan, etc

Move to Next Host thru Network

Success!
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Network Reconnaissance
What Can You Learn?
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Vulnerability?

Discover Host
IP Address Learned

Discover Op Sys
Version Learned

Discover Active 
Ports

Learn Services 
Available

Compromise
Host

Insight to
Compromise

Host

Vulnerability?
Default login?

Learn Service
Versions

Vulnerability?
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Port:
80 - HTTP

443 - HTTPS

22 - SSH

631 - IPP



A Focus on Ransomware

• What is Ransomware?

• Evolving malicious malware:

• Encrypts files

• May block system access

• May disclose sensitive information

• Ransom demand ($$$ bitcoins $$$):

• De-encrypt (restore) files

• Not disclose information

• Generic types:

• Locker ransomware – impact to host functions

• Crypto ransomware – individual files encrypted

• Many variants today – continues to evolve!
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Cryptolocker



Ransomware Variants

• First ransomware appears in 1989 

• Revil / Sodinokibi
• File encryption – increasing ransom over time

• Maze
• File encryption & threat of public release of sensitive information

• Ryuk
• File encryption & system access blocked

• Tycoon
• File encryption - targets VPN encryption

• NetWalker
• File encryption – targets network connected Windows hosts
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LockBit 3.0
Most Popular

Today



Delivering Ransomware

• email Phishing
• email attachments (malicious)
• email links (malicious)

• “Drive-By” file download
• Exploit kit downloaded

• Protocol (RDP) exploit

• Macro execution

• External USB “candy drop”

• Pirated software
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Ransomware  Workflow Example
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Target Identified
User executed
File executed

Infected target host info 
captured

Sent to attacker server

Attacker server send 
encryption keys

Host files encrypted
Message Displayed

“clean up”
Remove the tracks

Cryptolocker Snapshot

1. Local drive
2. External drives (USB)
3. Network drives (mapped)

Responding to 
Ransomware

Isolate System
Turn-Off

Disconnect Network

Dwell Time



What About ATSC 3.0 ?



Network Models & ATSC 3.0 Layer Architecture
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The ATSC 3.0 “stack” in detail

21



The ATSC 3.0 End-to-End Ecosystem
• Broadcast Station

• Transmission

• Home Environment

The
Broadcast 

Station

ATSC 3.0
Transmission

System

The
Home

Environment
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Securing The Broadcast System

23



Securing The Transmission System

• ATSC 3.0 Inherent Mitigations - ATSC A/360:2018 
• TLS

• Transport Layer Security v1.2 / 1.3

• IETF RFC 8446

• DNSSEC
• Domain Name Service Security Extensions

• IETF RFC 6840

• Cryptographically Signing
• IETF RFC 5751

• DRM Encryption
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Securing the Home System

• ATSC 3.0 Presents a Diverse Environment:
• SmartTV

• OTT STB

• Dongle

• The “Home Gateway”

• Gateway Device
• ATSC 3 Tuner

• Broadband “Internet” Router

• WiFi AP
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The Home Network
Owner Responsibility

• Only Connect Devices That Need Internet

• Change Default Device Passwords - Use Strong Passwords – Unique for Each Device

• Segment Network – Separate Networks (Media net / General Use net / Control net

• Keep Device Firmware Updated 

• Disable uPnP (universal Plug & Play)

• Understand Cloud Service Based Apps

• Monitor Network Activity – Know What is Connected – Be Cautious of Open Ports

Not Likely to Happen
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Mitigation & Prevention 
Tasks



OSI Model Layers & Attack Focus
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The Open Systems Interconnection (OSI) model is an abstract,  conceptual model created by the International 
Organization for Standardization which enables diverse communication systems to communicate using standardized 
protocols. The OSI provides a standard for host – host communications over diverse network types.



Cybersecurity Mitigation - Where Do You Begin?
Securing the Broadcast IT System

• Securing the Network
• Architecture
• Harding devices
• Protecting transmission paths:

• Wired
• Wireless

• Securing the Hosts
• Operating System
• Storage
• Applications

• Recovery & Incident Response
• Business continuity plan
• Recovery:

• Redundancy
• Data backups
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• Security Begins With Network Architecture

• Segment Networks to Minimize Attack Surface

• Apply Best Practices - Structured & Coordinated

• Follow the OSI Model for the Structure
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Securing the Network

Classic  3-leg 
Firewall

VPN Gateway

Public
Network

Outermost
Network

Innermost
Network

Inner
Network(s)

Layer 3
Router
w/ ACL

Layer 2
Ethernet Switch

Security Zone 5
 DMZ 

web server
email server

ftp server

Security Zone 4
office / admin

desktops

Security Zone 3
financial / traffic

servers / desktops

Security Zone 2
automation/ content 

storage

Security Zone 1 
broadcast / 

transmission

Layer 3
Router
w/ ACL

Layer 3
Router
w/ ACL

Layer 3
Router
w/ ACL

Perimeter Network (least secure)

Core Network (most secure)

Inner Network(s)



OSI Model for Structure & Coordination
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Layer 1 – Physical Access

Layer 2 – Ethernet Switch Security
Capability

Layer 3 – Packet Filtering, 
Encryption & Access Control

Layer 4 and above – Encryption & 
Authentication

“Defense in Depth principal: Approach based upon coordinated “multiple layered” security protections



Securing the Host Devices
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Recovery & Incident Response
“Pre-determined course of action for a cybersecurity event”

• Have a recovery plan in place (proactive)

• Instructions to detect, respond & recover 
• Can be beneficial to recovering from a catastrophic event

• Incident Response Plan (NIST): 
• Preparation

• Detection & analysis

• Containment, eradication and recovery

• Post-event activity

• Maintain data backups
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https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf

https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf


Data Backup & Practices

• Often is the last resort course of action!

• Backup “best practices”:
• Maintain offline – isolate backups

• Mount target drive when required
• Set backup drive as “RO”

• Use “immutable” storage “WORM”
• Mount drives only when necessary
• Consider “intelligent” backup solutions
• Match backup frequency to your business
• Keep multiple backups – multiple locations - “3-2-1” rule

• Restoration practices
• Know the restoration time required
• Know the restoration priority – dependencies
• TEST, TEST, TEST restoration
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Takeaway Thoughts & 
Resources



SHODAN
https://www.shodan.io
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https://www.shodan.io/


SHODAN
https://www.shodan.io

3710/25/2022 collected data 

https://www.shodan.io/


FCC Working Group 4

https://transition.fcc.gov/pshs/advisory/csric4/CSRIC_IV_WG4_Final_Report_031815.pdf

https://transition.fcc.gov/pshs/advisory/csric4/CSRIC_IV_WG4_Final_Report_031815.pdf
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The Cybersecurity and Infrastructure Security Agency is a 
United States federal agency, an operational component 
under Department of Homeland Security oversight. Its 
activities are a continuation of the National Protection and 
Programs Directorate.

https://www.cisa.gov/cybersecurity

847 entries as of 
October 25, 2022

https://www.cisa.gov/cybersecurity


MS-ISAC Ransomware Guide
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https://www.cisa.gov/sites/default/files/publications/CISA_MS-ISAC_Ransomware%20Guide_S508C.pdf

https://www.cisa.gov/sites/default/files/publications/CISA_MS-ISAC_Ransomware%20Guide_S508C.pdf
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https://blog.knowbe4.com/infographic-q2-2021-users-falling-for-security-hr-phishing-attacks

https://blog.knowbe4.com/infographic-q2-2021-users-falling-for-security-hr-phishing-attacks


Do These 13 Things 
(if nothing else)

• Accept - Their is NO SINGLE Solution! - Implement multiple protections “DiD”

• Segment your network (VLAN) – reduce attack surface & east-west movement - enhance 
performance

• Utilize Ethernet switch port security features

• Change default login credentials - Use unique & strong passwords (paraphrases)

• Separate Admin & User accounts on hosts (WIN)

• Limit access (users & applications) – apply principal of “least privilege”

• Control access - use packet filtering - (ACL and/or firewall) – deny by default – SSH & MFA

• Disable / minimize services not required – close/block ports – minimize macros / RDP use 

• Monitor you IT infrastructure / network – know what is normal

• Use “intelligent” host backup solutions – test backup restoration – follow “3-2-1” rule 

• Keep systems updated / patched – use KEV to guide priorities

• Utilize signature based deep-packet inspection antivirus/malware – keep updated (often daily)

• Don’t overlook social engineering – engage & educate users – phishing is alive and effective
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A single “phishing” attempt can instantly negate your efforts!



The Cybersecurity Challenge
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Question if a “critical” host device needs public network access!

Recognize remote access is not the same as public network access!



Closing Thoughts …………..
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• Cybersecurity is an ongoing process – use routine cyber hygiene

• Have the proper segmented network design

• Follow OSI  model to implement structured / coordinated approach:
• Physical security
• Utilize layer 2 Ethernet switch port security features
• Utilize layer 3 packet filtering & encryption

• Use authenticated encrypted remote access (2-factor & VPN)

• Use packet filtering - Firewall “housekeeping” is essential

• Use of the Internet Protocol Brings Unique Features to ATSC 3
• IP Opens Door to Cybersecurity Threats
• ATSC 3 - Too New to Understand Real Threats
• Beware of the Home Network!

• Be Careful Out There – The Weakest Link Determines System 
Security!

A single successful  “phishing” attempt can instantly negate your all 
your cybersecurity efforts!
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Questions ?
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